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Abstract:  

Transferring information on internet or on any public network is very common now-a-days. 

However I is not a secure mean of transformation for transmitting any important information. 

Anyone can hack, peek or copy the information. Therefore one would not prefer to transmit 

important information without any protection in public network. Cryptography and 

steganography are two techniques to protect your message. Cryptography leads your text to be 

meaningless random codes. Steganography is new and exciting field; it involves embedding data 

into a medium in a way which is not easily detectable. This paper implements the steganography 

by converting the original data in to BCD code and then embedding the coded data in to digital 

grayscale images to get stego image. Image steganography in this paper is implemented using 

least significant bit insertion with BCD codes. 

 

Keyword: Steganography, Least Significant bit, BCD codes, Encryption, grayscale images. 

 

INTRODUCTION: 

Steganography is the art and science of invisible communication. This is accomplished through 

hiding information in other information, thus hiding the existence of the communicated 

information. The word steganography is derived from the Greek words  “stegos” meaning 

“cover” and “grafia” meaning “writing”[1] defining it as “covered writing”.  In image 

steganography the information is hidden exclusively in images.  Steganography differs from 

cryptography in the sense that where cryptography focuses on keeping the contents of a message 

secret, steganography focuses on keeping the existence of a message secret [2].steganography 

goal is to hide the fact that communication is taking place. This is often achieved by using a 

(rather large) cover file and embedding the (rather short) secret message into this file. The result 

is an innocuous looking file (the stego file) that contains the secret message. Almost all digital  

file  formats can be used  for steganography, but  the  formats that are more suitable are  those 

with a high degree of redundancy. The redundant bits of an object are those bits that can be 

altered without the alteration being detected easily [3]. Image and audio files especially comply 

with this requirement. The technique implemented in this paper first converts message into 
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encrypted form using different BCD codes and then embeds one message bit of one character 

into one pixel. 

 

STEGANOGRAPHY: 

Various kinds of digital images can be use for steganography but of all types of digital images, 

the grayscale  images is one of the most suitable kinds of images for steganography because of 

their great hiding capacity and high stego image quality. By using this proposed algorithm we 

can hide our text in an image. We can then send this image via attachments in email or in hard 

drives or we can even share with anyone through a web site. Anyone with knowledge that this 

file contains a secret hidden text can extract the hidden message and then generate the text after 

applying a decryption algorithm. The stego image should resemble the actual cover image under 

casual inspection and analysis. During transmission, the stego image can be monitored by 

unintended viewers who will notice only the transmittal of the innocuous image without 

discovering the existence of the hidden message. 

  

LEAST SIGNIICANT BIT INSERTION OF ENCRYPTED DATA: 

A very easy and direct way is to hide data is to hide one bit of information in one pixel of the 

host image. Least significant bit substitution  is a common way to do this.[5] When applying 

LSB technique to each bytes of a 8-bit pixel image, one bit can be encoded to each pixel. Any 

changes in the pixel will be invisible to the human eye. The major advantage of achieving 

steganography using LSB technique is its simplicity[4]. Another main advantage of LSB coding 

method is his high bit rate of hidden bits and low complexity of the algorithm. Care should be 

taken while choosing a cover image so that any changes to the cover image are invisible to the 

human eye. 

Here is an example showing how letter A can be hidden inside 8 pixels of the grayscale image 

with pixel values. 

(00011101 00100010 00000011 11001100 10101010 01011001 01100100 11111111) 
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The binary value A is 10000011. 

(00011101 00100010 00000010 11001100 10101010 01011000 01100101 11111111)                                                                            

The underlined bits are the only bits that are actually changed. You will notice that actually only 

3 bits have been changed. 

Methodology: 

Encryption 

 This method is proposed to convert the each code to its equivalent BCD code. Firstly the 

character is converted into its ASCII code (K) then the ASCII code K is converted into its 

equivalent BCD code with bits k0, k1…k7. 

Decryption 

 BCD code k0, k1,...k7, divide them into groups such as group I1 contains k0k1k2k3 and 

group I2 contains k4k5k6k7. Convert I1, I2 into decimal number. I1*10+I2 = ASCII number 

equivalent to K i.e. the ASCII character. 

 

ALGORITHM: 

Embed a secret message in an image. 

1. Read data character wise. 

2. Convert each character into its equivalent ASCII code. 

3. Using above described encryption technique generate BCD code. 

4. Embed 1 bit of the encrypted bits into LSB of 1 pixel of the image and get the stego 

image. 

Extract the message from the image 

1. Extract LSB of the pixels of stego image. 

2. Combine the 8 LSB bits of 8 pixels to get 8 bits of BCD code. 

3. Decrypt the 8 bit BCD code data into the ASCII decimal equivalent and then generate the 

equivalent ASCII character using the above described decryption technique. 
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PROPOSED WORK: 

For grabbing pixels of the image: 

public int[] handlepixels(Image img, int x, int y, int w, int h)  

{ 

int[] intens = new int[w * h]; 

PixelGrabber pg = new PixelGrabber(img,x,y,w,h,intens,0,w); 

try{  

 pg.grabPixels(); 

}catch (InterruptedException e) 

{e.printStackTrace();} 

For extracting RGB values of a pixel 

int red   = (pixel >> 16) & 0xff; 

int green = (pixel >>  8) & 0xff; 

int blue  = (pixel      ) & 0xff; 

For conversion of coloured pixel to grayscale pixel  

int intensity=(int)((red+green+blue)/3); 

 

Fig (1) 
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Fig (1) shows the conversion of a coloured image to a grayscale image and a prompt that ask you 

to insert the text that you want to hide in the image. 

 

Fig (2) 

Fig (2) shows the conversion of the text after encryption i.e. the BCD code. 

For inserting BCD code to a pixel value 

Final code is the BCD code generated. 

ii shows a single caracter of the BCD code i.e. either 1 or 0. 

 if(k<finalcode.length()) 

{     

Character bcd=finalcode.charAt(k); 

String s = bcd.toString(); 

ii = Integer.parseInt(s); 

} 

if((ii==1)&&(pixels%2==0)) 

{   

pixels=pixels+1;    

} 

if((ii==0)&&(pixels%2!=0))  

{ 

pixels=pixels-1; 

} 
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For reconstruction of stego image from modified pixel array values: 

pixels= pixels <<24 |(pixels << 16) |(pixels << 8) | ( pixels ); 

grayimg[j*width+i]=pixels; 

MemoryImageSource m=new MemoryImageSource(w, h , finalimage, 0, w); 

img1 = createImage(m); 

i3=new ImageIcon(img1); 

lb3.setIcon(i3); 

 

 

Fig (3) 

Fig(3) and Fig(4) shows the value of the pixels of the image before and after steganography. 
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Fig (4) 

 

 

Fig(5) 

Fig (5) shows the 3 images: colored image, the grayscale image before steganography and the 

stego image after steganography. It also shows the text that is been hidden in the stego image. 

This grayscale image is thene sent through any public medium or can we can share with anyone 

over a website. To any intruder the change in the images in invisible. 
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For extracting LSB’s of stego image 

for (int i = 0; i < width; i++)  

{ 

int pixels = processed[j*width+i]; 

int bitvalue=calculatelsb(pixels); 

} 

public int calculatelsb(int pixel) 

{ 

 if(pixel%2==0) 

 { 

  return 0; 

 } 

 else  

 { 

  return 1; 

 } 

} 

Calculatelsb is a function that returns the LSB’s of pixel values.these LSB’s are then 

concatenated to generate the BCD code that we have to decrypt to generate the hidden text. 

 

Fig (6) 
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Fig (6) shows the stego image at the client end where we want to generate the text from the 

image. 

For generating stego text or decryption of the BCD code generated above 

String strr = generateStegoText(length,code); 

public String generateStegoText(int len,String finalcode) 

{ 

 int len2=2; 

 String stegoText=""; 

for(int i=0;i<len;i++) 

{ 

for(int j=0;j<len2;j++) 

{ 

int one1=Integer.parseInt(code); 

String temp2=getValue2(one1); 

sttmain=sttmain+temp2; 

one=Integer.parseInt(temp2); 

int xxx=Integer.parseInt(sttmain); 

stegoText=stegoText+(char)xxx; 

} 

} 

getValue2(one1) returns the decimal value for a 4 digit BCD code ranging from 0-9. 

sttmain signifies the string generated from two decimal values for the BCD codes for example 9 

and 7 concatenates to 97. 

stegoText is the final stegoText generated from the above decimal value.   

Fig (7) shows the stego text generated from the stego image. 
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Fig(7) 

 

CONCLUSION: 

This paper implements the steganography using Least Significant bit insertion in grayscale 

images. We obtain a successful stego-image i.e. for any intruder the changes are invisible which 

makes it difficult to identify that whether something is hidden inside this image or not. However 

one of the biggest drawback is we can hide only one bit in a single pixel which demands a large 

size cover image. Another biggest drawback is that this technique can only be implemented on 

grayscale images which are not least common now days. 
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